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1. General Information 

Heraeus considers it important that employees, as well as business partners and other 

individuals affected by Heraeus’s business activities, have the opportunity to report potential 

compliance, environmental, or human rights violations (defined in more detail in Section 2) 

easily and without fear of retaliation. For this reason, Heraeus offers its employees and external 

third parties an internal (to the Integrity Office) and external (to the Ombudsman) compliance 

reporting channel. 

Reports can be submitted worldwide via the Heraeus Integrity Line, either electronically (via 

the web portal or email) or by telephone.  

2. Purpose of These Procedures and Definition of a Compliance Violation 

The goal of the Heraeus Integrity Line is to ensure that Heraeus becomes aware of 

- criminal offenses, in particular fraud, embezzlement, corruption, money laundering,  

- significant legal violations, 

- violations of human rights or environmental obligations, 

- significant violations of internal policies, or the risk of such violations, 

insofar as these violations or risks arise from the business activities of Heraeus or a direct 

supplier. In particular, a potential violation of the Heraeus Supply Chain Due Diligence Policy 

or the Heraeus Human Rights Policy is to be considered a legal or human rights violation within 

the meaning of the preceding provision. 

The Integrity Office is not responsible for reports regarding misconduct by colleagues or 

supervisors that is not directly related to Heraeus’s business activities, labor law disputes, 

social conflicts with supervisors or colleagues, or minor violations of internal policies; in such 

cases, the Integrity Line is not the appropriate reporting channel. 

3. Reporting Channels and the “Central Internal Reporting Office” 

3.1 Reports may be submitted via the Integrity Line or in person to members of the Integrity 

Office 

 

Reports can be submitted via the Heraeus Integrity Line web portal, by email, by phone, 

or in a face-to-face meeting on-site. 

Web Portal: Whistleblowers can access the web portal to submit reports here. 

https://heraeusgroup.integrityline.app/?lang=en
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Email: Reporters can also send an email directly to the whistleblower system. The email 

address is: report@heraeus.integrityline.app   

Phone: Whistleblowers also have the option of submitting reports by phone (Heraeus 

Integrity Line phone numbers). The spoken text is first recorded, then transcribed, and, 

if necessary, machine-translated. 

In-Person Meeting: Finally, the whistleblower can also schedule an appointment with 

the Internal Investigations department within the Integrity Office for an in-person 

meeting via MS Teams or at the office. 

Central Internal Reporting Office: Consists of staff from the Internal Investigations 

department within the Integrity Office and the Chief Compliance Officer. In their capacity 

as members of the Central Internal Reporting Office, they act independently and ensure 

that incoming reports are promptly acknowledged, reviewed in a neutral and 

independent manner, and handled appropriately. 

3.2 Reporting via email, phone, or in-person to the OpCo Compliance Officer, Compliance 

Manager, or Compliance Ambassador 

 

Employees also have the option to report potential compliance violations via email, 

phone, or in person to the OpCo’s Compliance Officer, Compliance Manager, or 

Compliance Ambassador. However, these individuals are required to encourage the 

whistleblower to also submit their report to the Central Internal Reporting Office or, if 

not possible, to forward the report to the Central Internal Reporting Office in anonymized 

form. 

3.3 Ombudsman 

 

Reports to the Ombudsman may be made by phone, email, or in person on-site. 

The sole point of contact for the external Ombudsman is the Internal Investigations 

department. 

The Ombudsman is an attorney and is bound by attorney-client privilege. This means 

that he will not disclose either the facts of the case or the whistleblower’s name to 

Heraeus without the whistleblower’s prior written consent. The external Ombudsman is 

independent and not bound by instructions from Heraeus. 

3.4 Heraeus welcomes it when whistleblowers are willing to disclose their identity, but 

anonymous reports are also investigated. However, disclosing one’s identity generally 

increases the credibility of a report, and whistleblowers are afforded special protection; 

see Section 5 . 

mailto:report@heraeus.integrityline.app
https://api-compliance.compliancecockpit.app/integrity-line/assets/1808831059/filestore/819113704?fn=Heraeus-Integrity-Line_Phone-Numbers.pdf
https://api-compliance.compliancecockpit.app/integrity-line/assets/1808831059/filestore/819113704?fn=Heraeus-Integrity-Line_Phone-Numbers.pdf
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4. Reporting Process and Handling of Reports 

4.1 The Central Internal Reporting Office receives and documents reports that are 

submitted through the reporting channels established by Heraeus or forwarded to it by 

other means. If the whistleblower has set up a secure mailbox or provided contact 

information, the office will confirm receipt of the report within 7 days.  

4.2 The Central Reporting Office will promptly conduct an initial review and plausibility 

check of the report. In particular, it will examine what potential violation might underlie 

the facts described in the report and whether there is a preliminary suspicion of 

compliance or human rights violations. If communication is possible and there are 

questions for the whistleblower, the Central Internal Reporting Office will contact the 

whistleblower and request additional information or documents. 

4.3 The Central Internal Reporting Office will then decide on follow-up measures. If it 

confirms the initial suspicion, it will launch an internal investigation. 

4.4 No later than three months after receiving the report, the Office will inform the 

whistleblower of any follow-up measures already taken or planned, as well as the 

results, provided that this does not jeopardize the purpose of the investigation or unduly 

infringe upon the rights of the individuals involved. 

 

4.5 The Central Internal Reporting Office closes the case when 

 

- the report does not give rise to a preliminary suspicion of a compliance, 

environmental, or human rights violation, 

- an internal investigation has been conducted and a corresponding final report 

has been prepared and distributed. 

5. Protection of Whistleblowers and Affected Individuals 

5.1 Heraeus takes comprehensive measures to protect not only whistleblowers but also the 

individuals who are the subject of a report from unjustified disadvantages. Reports may 

be submitted anonymously; communication is encrypted, metadata is removed from file 

uploads, voices in voice messages are distorted, and data access is restricted via an 

authorization concept (Section 6). 

5.2 Disclosure of the whistleblower’s identity is permitted in exceptional cases if the 

whistleblower has consented, or if it is unavoidable for the investigation or follow-up 

measures, or necessary as part of a government investigation. 

5.3 Retaliatory measures, particularly those under labor law, against a whistleblower who 

has reported a potential compliance violation are prohibited and are themselves to be 

regarded as compliance violations and punished accordingly. This applies even to the 
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threat or attempt to disadvantage a whistleblower. However, if whistleblowers disclose 

their own misconduct – that is, if they are the perpetrators themselves – legal action is 

not ruled out, but Heraeus generally considers such voluntary disclosure favorably. 

5.4 Whistleblowers who knowingly or through gross negligence provide false information in 

order to harm others or otherwise abuse the compliance reporting channels are not 

protected.   

5.5 There are no costs to the whistleblower for using the Heraeus Integrity Line or 

contacting the Ombudsman. In rare cases, however, telephone charges may apply to 

the whistleblower when submitting a report by phone. 

6. Confidentiality and Data Protection 

6.1 The Central Internal Reporting Office treats incoming reports, personal data – and in 

particular the names of the whistleblower and of individuals who are the subject of a 

report – as strictly confidential and in accordance with data protection regulations. When 

processing a report, the Central Internal Reporting Office follows the “need-to-know” 

principle, meaning that only those individuals and departments necessary for 

processing the report are informed. 

6.2 However, Heraeus cannot guarantee confidentiality – including the protection of the 

whistleblower’s name – to the extent that it is required to disclose information due to 

statutory, judicial, or regulatory disclosure obligations. In such a case, the Central 

Reporting Office will inform the whistleblower, provided that no legal requirements or 

judicial or regulatory orders preclude such notification. 

 

6.3 The whistleblower and the individuals concerned are provided with more detailed 

information regarding the processing and security of their personal data in the privacy 

policy. 

 
 


